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1
Decision/action requested

This pCR proposes evaluation to Solution #2 in TR 33.891.
2
References

[1]
3GPP TR 33.891, ‘Study on Security of Phase 2 for UAS, UAV and UAM’.
3
Rationale

This pCR provides evaluation for solution #2 in TR 33.891.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.891
*****Start of Change 1*****
6.2.3
Evaluation

 The solution has the following impacts.

UE: Need to be provided with U2X security policy which includes service specific security policy (signalling and user plane security policy per U2X service type i.e., for C2 and DAA), pairing restrictions list (to allow only authorized UAV and UAV-C to be paired) and optionally may include access restriction information (to prevent any misbehaving UAVs to involve in any direct communication). 
Need to indicate U2X service specific security policy (i.e., confidentiality and integrity protection requirements for signalling and user plane protection) in the direct connection request/responses.
Need to indicate U2X service type in the direct communication related requests and responses to allow only related communication in the direct connection and to prevent misuse of direct connections (e.g., a UAV that sets up direct connection for DAA should not attempt C2 message exchange).
*****End of Change 1*****
